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The Need for Communication

On Tuesday 12 January 2010, at five o’clock in the afternoon, a massive earthquake struck Haiti. It left over
300,000 people dead and more than one million people homeless. More than three million were affected
in some way. The earthquake also caused a massive dislocation of communities.

The International Federation of Red Cross and Red Crescent Societies (IFRC) realised that an effective
method of two-way communication with disaster affected people was needed. Radio and TV broadcasts,
posters, leaflet distribution, loudspeaker trucks and face-to-face discussions were all used. However, it was
quickly realised that more was needed. Mobile technology seemed the obvious answer as a high
proportion of Haitians own mobile phones.

In times of disaster, a mobile network comes under great stress. Parts of the network may have been
damaged. Survivors are also desperate to locate loved ones and to let others know that they are safe; their
calls cause congestion. In fact in Haiti, one network, acting under the very best of intention, gave free
credit to its customers to help them to do this. The result was extreme network congestion which made it
impossible for most people to get a connection and gave the impression that the network had failed.

Clearly a method was needed that provided effective communication without causing stress on the mobile
network.

SMS Text Messaging

The IFRC decided to base its mobile communication system on SMS text messaging. There were a number
of key reasons for doing this:

e SMSis a basic mobile service and should be available on any GSM network

o It will be one of the first services to be restored in case of network damage

e |t uses the minimum of network resources

e SMS text messages are stored on mobile phones, enabling recipients to ‘run and tell ‘others who
either don’t have a working mobile phone or who are connected to another network

Key Challenges

SPAM and Fraud

Many aid agencies responded to Haiti’s need for help. Most of these also recognised the power of SMS
messaging to reach the population. This resulted in a deluge of requests for help from the mobile operators
for free SMS broadcast. The mobile operators were quick to help but a number of problems resulted.

One of these was that many agencies sent out very similar messages. For example, during the cholera
outbreak, multiple messages were sent advising people to ‘'wash their hands’. This caused a 'spam effect’,
reducing the attention that recipients paid to these kinds of messages generally.



Some requests for help had actually come from fraudsters representing themselves as aid agencies. The
mobile operators, not knowing any different, had granted them SMS broadcasts. Some of these broadcasts
were then used for advertising goods for sale. In the worst cases, messages telling disaster affected people
that they had to pay money to receive Red Cross aid were sent out.

Network Issues

The sending of multiple SMS broadcasts also caused network issues. Many of the mobile phones targeted
were not available as they had either been lost or were without power. The networks were therefore hit
with large numbers of SMS messages which could not be delivered. This resulted in network congestion
and loss of service.

Targeting

Broadcasting to the entire population is a very clumsy method to use. If, for example, you are running a
vaccination programme, you do not want to have the whole population turning up at once. You may also
want to send messages about services in a specific area; another challenge for SMS broadcast.

Commercial Network Issues
The mobile network operators themselves have concerns about the effect that the help that they provide
might have on their business. Key issues include:

e Loss of revenue due to network capacity use
o Effect on relations with the rest of their customer base
e Commercial secrets including information on their customers and network infrastructure.

Response Time
It took some time to get communications properly up and running in Haiti. It was quite clear that the early
days were the most critical.

The TERA Approach

To address the issues discussed above, the IFRC worked in conjunction with one of the local operators,
Voila. Voila is owned by the Trilogy Group. This collaboration meant that the resulting Trilogy Emergency
Response Application (TERA) system not only achieved Red Cross objectives, but, because Trilogy has had
experience of running several mobile operators, did so with the minimum of impact on the host mobile
network. TERA implements a number of key features:

1. Active Subscriber Recognition
The system ’learns’ which mobile handsets are switched on and ready to receive messages. This
allows TERA to only send messages to ’live’ handsets, reducing the number of undelivered messages
and subsequent congestion.

2. Geographic Targeting
TERA also learns which cell site tower each subscriber is connected to. This information is used to
allow TERA operators to send messages to people located in specific areas. It means that the demand
for individual services can be controlled. It also means that messages are kept relevant to the
recipients, reducing the ‘spam’ effect.



Early Warning Alert

TERA v2.2.0 OUTGOING INCOMING
Perl |gombardepalis o4 forme; LMDE cut.ou-tiord “tan Maléu
Latitude: 19.16231
¢ 2ade
150 \ Giands Rere. P “ Longitude: -72.88231
& f Nord | Rivigre
el QMﬁ\an Distence (Km.):  0.29
N annivert 2o Campaign: S
Golfe de i / o
s Soave G QI R
More Louite G u e
e R e,
Bgle-sour £jene=sy, Cercadie -
i iz
B 7 R G s
A { Free Chars: 140
Maitin o oo™ ) p
m L‘ﬁmm Han Pomrie Date Optio Time Optio >
Saint-Marc £ < 05]
Verrgt
O o m Q ?;—’j Unassigned Assigned
d "m ~. CELLSITE TOOLS 2 Refresh Data > 2 Refresh Data
< -
o Darem M3 ! Operation < Operation
psnf“.;fe g D cruLsITE naME Veretes Voia - LJ
Point A i =
— ESaTie Arcgmys - '\ OPERATION HAME “oila i Digicel E =
— de Sud = quanmiry 1 Bmobie
3 i - W -
b SUNCT" e vers. LAt 130
(&) Operation niSous o e O Lo 724
& org el goraeresis 1206 l Léog, a A_ﬂ [5h SEND MESSAGE TO CELLSITE B
Reynolds S
Patte-Rigare-de N
940 Subdvision ’ ER7ONIS o Tl oy ol kD D % o Result Cancel
8 Aidcenter N ‘Wé%f ¢ - 2 N\
s o - 7 ’_ » o "l 02 Pay - i
& Grow P el - gy fL" o T - ) SiefaDe Baoruca ™ &l penen o
P Raymend | sera , - ) e e bet
! & Persornel ol = il vlngad . - h ¥ @ - wioble 7 : Las Safinas . el sy
aint-Lay =? z 12 Q‘e”‘@ oot { Catr
o i Bahia de 9
Q Keyword g%e x al g - anons Gania T
o La Guazara
P L = Q
Cay®® olo
User
&_ Pedemales m
[Ed Reports Sy Peraiso
() Maiing List o D 71.86882, 18.9¢
O @~ Navigation (@ Emergency Radar Emergency Polygon Select Drag | IFRCHAITI i |nternational

3. Fuzzy Keyword Recognition
The system examines incoming messages to look for keywords. These allow for various spellings.
When a keyword is recognised, the system can respond with a pre-prepared message. This allows for
high volumes of messages to be managed. In Haiti, a campaign on cholera generated 300,000 SMS
messages — far more than could have been managed using a manual system.

4. Traffic Throttle
TERA is always under the control of the mobile operator. The operator can, at any time, stop
operation. TERA also offers the operator a throttle which restricts the number of messages that can be
sent. This reassures the operator that TERA will not interfere with its commercial operations.

5. OptOut
TERA offers any recipient the opportunity to opt out of receiving messages. There is also a black list
capability that allows operators to exclude specific ranges of numbers. This avoids upsetting non-
affected subscribers of the network.

6. Multi-National Operation

The TERA system can be operated remotely by a trained Red Cross team. The system is designed to
allow regional control centres to operate the system via remote secure link. This means that
communication can be effective immediately following a disaster. The system can even, with
appropriate approval from the authorities, be used to issue warnings in advance.

Lessons Learnt

There are a number of basic lessons which have been learnt through this project.

Pre-Positioning
The system needs to be in place before a disaster strikes. Otherwise valuable time is lost.

Demands on Mobile Operators
Operators in Haiti reported that they were 'besieged’ by requests for help from aid agencies. They have no
idea which ones were valid and which not. Some turned out to be fraudulent. Some agencies behaved



irresponsibly once they had been granted access to the network. A lot of spam resulted, causing a
reduction in the effectiveness of aid messages and in the annoyance of the operator’s customer base.
Ideally the mobile operators would like to deal with just one agency for message sending. The IFRC is
looking into the possibility of offering a gateway service for other agencies.

Message Timing

The middle of the night is off-peak for SMS traffic. However, it is not a good time for sending messages. An
SMS message at this time wakes people up and causes great worry as it may mean that a family member
has been kidnapped.

Trust

There were many cases of fraud in Haiti. Perhaps amongst the worst were people claiming that disaster
affected people had to register with them and pay money in order to receive aid. The message source
needs to be trusted. ldeally this trust needs to be established in advance of any disaster.

Recommendations

Global Roll Out

The IFRC will roll out TERA to, initially, the 10 most disaster prone countries world-wide and ultimately at
least 40 countries. These systems should be controlled from regionally located centres with trained staff in
place. Roll out should be completed as soon as possible.

Inter-Agency Co-Operation

Other agencies should consider the feasibility of cooperation with the IFRC over SMS communication with
disaster affected people. The Mobile Operator community, through its trade body the GSMA, has clearly
expressed the desire to deal with a single agency in the event of a disaster. TERA could potentially be used
as the portal for all aid agency SMS based communication with beneficiaries. This would simplify life for
mobile operators, rendering them more willing to help, reduce the opportunities for fraudsters, and also
minimise message repetition.



